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DETAILED ACTION 

Response to Argument 

The applicant argues ttiat Colligan, Ishibashi, and Nardone teach scrambling a 
frame header, which is not leaving a portion of a packet header unscrambled. The 
examiner's response is that while Colligan, Ishibashi, and Nardone teach do teach the 
scrambling of a frame header, this is not the same as scrambling an MPEG-2 transport 
packet header Colligan, Ishibashi and Nardone all disclose the scrambling of MPEG-2 
transport packets. Furthermore, as the applicant correctly points out, the MPEG-2 
standard does not allow any scrambling of the header portion. Therefore, while 
Colligan, Ishibashi and Nardone do disclose the scrambling of frame headers, they also 
disclose that the packet headers remain entirely unscrambled because of the fact that 
they are MPEG-2 transport packet headers. 

The amended claims have been addressed below. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
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only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

1. Claims 8, 17, and 18 are rejected under 35 U.S.C. 102(e) as being anticipated by 
U.S. Pat. No. 6,415,031 to Colligan et al. 

2. Regarding Claim 8, Colligan discloses: 

• A method of scrambling a packetized digital data stream, comprising: 
o Producing a data packet stream comprising a plurality of data 
packets (See column 10, lines 34-35, and "CONSTRUCT TS 
PACKET WITH ENCRYPTED TS PAYLOAD 1212" of Figure 12A); 
and 

o Scrambling a first portion of a data payload of at least some of said 
plurality of data packets within said data stream (See column 12, 
lines 58-60, and Figure 14E) and without scrambling a header of 
said some of said plurality of data packets (Colligan: Fig. 1 1 A and 
column 9, lines 12-17. Note that the MPEG-2 standard does not 
allow scrambling/encryption of a transport packet header) while 
leaving remaining ones of said plurality of data packets 
unscrambled (Colligan: column 12, lines 50-60, and Figure 14E). 



3. Regarding Claim 17, Colligan discloses: 

• An apparatus for scrambling a packetized digital data stream, comprising: 
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o Means for producing a data stream comprising a plurality of data 
packets (Colligan: column 5, lines 58-63, and Figure 5A). 

o Means for scrambling a first portion of a data payload of at least 
some of said plurality of data packets within said data stream 
(Colligan: Column 5, lines 37-39 and "REMOTE SERVER 404" of 
Figure 4), without scrambling a header of said some of said plurality 
of data packets (Colligan: Fig. 11 A and column 9, lines 12-17. Note 
that the MPEG-2 standard does not allow scrambling/encryption of 
a transport packet header) while leaving remaining ones of said 
plurality of data packets unscrambled (Colligan: column 12, lines 
50-60, and Figure 14E). 



4. Regarding Claim 18, Colligan discloses: 

• The data packet stream comprises an MPEG-2 digital data stream 
(Colligan: column 9, lines 18-49, and Figure 11 A). 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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5. Claims 1-6, 9-13, 15, 16, and 19-22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Colligan in view of U.S. Pat. No. 5.805,700 to Nardone et al. 

6. Regarding Claim 1, Colligan discloses: 

• A device to descramble a packetized data stream, comprising: 

o A receiver to receive a packet of a scrambled packetized digital 
data stream (Colligan: column 5, lines 64-66, and column 6, lines 1- 
4, and "SUBSCRIBER STATION 110" of Figure 4), said packet 
including a header portion (Colligan: TS HEADER 1 102" of Figure 
13) and a data payload including a scrambled portion (Colligan: "TS 
PAYLOAD ENCRYPTED FOR ALL TS PACKETS 1404" of Figure 
14A) 

o A descrambler to descramble the scrambled portion of the data 
payload of the packet (Colligan: column 13, lines 35-38); 

o Wherein said header portion is entirely unscrambled (Colligan: Fig. 
1 1 A and column 9, lines 12-17. Note that the MPEG-2 standard 
does not allow scrambling/encryption of a transport packet header). 
However, Colligan does not disclose: 

• The data payload including a scrambled portion and a clear, unscrambled 
portion. 

Nardone discloses: 
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• Selective encryption of Basic Transfer Units (BTU's), in which the BTU's 
containing the start codes of l-frames are encrypted (Colligan: column 3, 
lines 45-48 and Figure 4). 

• A data payload including a scrambled portion and a clear unscrambled 
portion (See examiner's note below). 

The examiner notes the following regarding the Nardone disclosure above: 

• An MPEG-2 Transport Stream packet payload could comprise two Basic 
Transfer Units, the first Basic Transfer Unit containing an l-frame start 
code. Thus the payload would include a scrambled portion and a clear, 
unscrambled portion. 

Colligan could be modified by Nardone to arrive at the claimed invention in the 
following way: 

• Data payload disclosed in Colligan could be modified to include a clear 
unscrambled portion as taught by Nardone 

One of ordinary skill in the art would have found it obvious to apply the above 
modification because the use of the method of selective encryption disclosed in 
Nardone approximates the level of degradation achieved by total encryption while 
requiring only a fraction of the processor cycle cost (See Nardone, column 1 , lines 45- 
49). 

7. Regarding Claim 2, note that the additional limitation is disclosed by Nardone of 
the Colligan and Nardone system as applied to Claim 1 above. Specifically, Nardone 
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discloses all of the claimed subject matter regarding Claim 1, as discussed above with 
respect to Claim 1 , and also discloses: 

• Selective encryption of Basic Transfer Units (BTU's), in which the BTU's 
containing the start codes of l-frames are encrypted (Nardone: column 3, 
lines 45-48 and Figure 4). 

• In light of the examiner's note below, the scrambled portion of the data 
payload would be at a position such that it is preceeded and succeeded by 
clear, unscrambled portions within the packet. 

The examiner notes the following regarding the Nardone disclosure above: 

• An MPEG-2 Transport Stream packet payload could comprise three Basic 
Transfer Units, the second and center Basic Transfer Unit containing an I- 
frame start code. Thus, the scrambled portion of the data payload would 
be at a position such that it is preceeded and succeeded by clear, 
unscrambled portions within the packet. 

8. Regarding Claims 3, 4, 5, and 6, note that the additional limitation is disclosed by 
Colligan of the Colligan and Nardone system as applied to Claims 1 and 2 above. 
Specifically, Colligan discloses all of the claimed subject matter regarding Claims 1 and 
2, and also discloses: 

• The data packet stream is an MPEG-2 digital data stream (Colligan: 
column 9, lines 18-49, and Figure 11 A). 
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• The packet contains compressed digital data (Colligan: column 9, lines 18- 
49, and Figure 1 1 A, and note that MPEG-2 is a type of compressed digital 
data). 

• The compressed digital data includes a video signal (Colligan: column 10, 
lines 10-12). 

• The compressed digital data includes an audio signal (Colligan: column 
10, lines 10-12). 

9. Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over U.S. Pat. 
No. 6,415,031 to Colligan in view of Nardone. 

1 0. Regarding Claim 9, Colligan discloses all of the claimed subject matter of Claim 
8, as discussed with respect to Claim 8 above, but does not disclose: 

• Scrambling leaves a second portion of said data payload of each of said at 
least some of said plurality of data packets unscrambled. 

Nardone discloses: 

• Selective encryption of Basic Transfer Units (BTU's), in which the BTU*s 
containing the start codes of l-frames are encrypted (Nardone: column 3, 
lines 45-48 and Figure 4). 

• Scrambling leaves a second portion of said data payload of each of said at 
least some of said plurality of data packets unscrambled (See examiners 
note below). 
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The examiner notes the following regarding the Nardone disclosure above: 

• An MPEG-2 Transport Stream packet payload could comprise two Basic 
Transfer Units, the first Basic Transfer Unit containing an l-frame start 
code. Thus the payload would include a scrambled portion and a clear, 
unscrambled portion. 

The system of Colligan and Akins III, et al. could be modified by Nardone to 
arrive at the claimed invention in the following way: 

• The method of scrambling taught by Colligan could be modified such that 
the scrambling leaves a second portion of said data payload of each of 
said at least some of said plurality of data packets unscrambled as taught 
by Nardone. 

One of ordinary skill in the art would have found it obvious to apply the above 
modification because the use of the method of selective encryption disclosed in 
Nardone approximates the level of degradation achieved by total encryption while 
requiring only a fraction of the processor cycle cost (Nardone: column 1 , lines 45-49). 

1 1 . Regarding Claim 10, Colligan discloses: 

• A method of scrambling a packetized digital data stream, comprising: 

o Producing a data stream comprising a plurality of data packets 
(Colligan: column 10, lines 34-35, and "CONSTRUCT TS PACKET 
WITH ENCRYPTED TS PAYLOAD 1212" of Figure 12A); and 
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o Scrambling every nth one of said plurality of data packets, where n 
is an integer greater than 1, leaving remaining ones of said plurality 
of data packets unscrambled (Colligan: column 12, lines 58-60, and 
Figure 14E). 

However, Colligan does not disclose that the scrambling is done on only a 
portion of the packet. 

Nardone discloses: 

• Selective encryption of Basic Transfer Units (BTU's), in which the BTU*s 
containing the start codes of l-frames are encrypted (Nardone: column 3, 
lines 45-48 and Figure 4). 

• Scrambling leaves a second portion of said data payload of each of said at 
least some of said plurality of data packets unscrambled (See examiners 
note below). 

The examiner notes the following regarding the Nardone disclosure above: 

• An MPEG-2 Transport Stream packet payload could comprise two Basic 
Transfer Units, the first Basic Transfer Unit containing an l-frame start 
code. Thus the payload would include a scrambled portion and a clear, 
unscrambled portion. 

The system of Colligan could be modified by Nardone to arrive at the claimed 
invention in the following way: 

• The method of scrambling taught by Colligan could be modified such that 
the scrambling leaves a second portion of said data payload of each of 
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said at least some of said plurality of data packets unscrambled as taught 
by Nardone. 

One of ordinary skill in the art would have found it obvious to apply the above 
modification because the use of the method of selective encryption disclosed in 
Nardone approximates the level of degradation achieved by total encryption while 
requiring only a fraction of the processor cycle cost (Nardone: column 1. lines 45-49). 



12. Regarding claim 15, Colligan discloses: 

• A method of descrambling a packetized digital data stream, comprising: 

o Receiving a data packet stream comprising a plurality of data 

packets (Colligan: column 10, lines 49-52 and Figure 12B). 
o Descrambling only a portion of every nth one of said plurality of 
data packets, where n is an integer greater than 1 , leaving 
remaining ones of said plurality of data packets as received 
(Colligan: column 13, lines 32-35, and Figure 15), 
However, Colligan does not disclose that the descrambling is done on only a 
portion of the packet. 

Nardone discloses: 

• Selective encryption of Basic Transfer Units (BTU's), in which the BTU's 
containing the start codes of l-frames are encrypted (Nardone: column 3, 
lines 45-48 and Figure 4). 
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• Scrambling leaves a second portion of said data payload of each of said at 
least some of said plurality of data packets unscrambled (See examiners 
note below). 

The examiner notes the following regarding the Nardone disclosure above: 

• An MPEG-2 Transport Stream packet payload could comprise two Basic 
Transfer Units, the first Basic Transfer Unit containing an l-frame start 
code. Thus the payload would include a scrambled portion and a clear, 
unscrambled portion. 

The system of Colligan could be modified by Nardone to arrive at the claimed 
invention in the following way: 

• The method of descrambling taught by Colligan could be modified such 
that the descrambling leaves a second portion of said data payload of 
each of said at least some of said plurality of data packets unscrambled as 
taught by Nardone, 

One of ordinary skill in the art would have found it obvious to apply the above 
modification because the use of the method of selective encryption disclosed in 
Nardone approximates the level of degradation achieved by total encryption while 
requiring only a fraction of the processor cycle cost (Nardone: column 1 , lines 45-49). 

13. Regarding Claim 19, Colligan discloses: 

• An apparatus for scrambling a packetized digital data stream, comprising: 
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o Means for producing a data packet stream comprising a plurality of 
data packets (Colligan: column 5, lines 58-63, and Figure 5A); and 
o Means for scrambling every nth one of said plurality of data 
packets, where n is an integer greater than 1 , leaving remaining 
ones of said plurality of data packets unscrambled (Colligan: 
column 5, lines 37-39 and "REMOTE SERVER 404" of Figure 4). 
However, Colligan does not disclose that the scrambling is done on only a 
portion of the packet. 

Nardone discloses: 

• Selective encryption of Basic Transfer Units (BTU's), in which the BTU*s 
containing the start codes of l-frames are encrypted (Nardone: column 3, 
lines 45-48 and Figure 4). 

• Scrambling leaves a second portion of said data payload of each of said at 
least some of said plurality of data packets unscrambled (See examiners 
note below). 

The examiner notes the following regarding the Nardone disclosure above: 

• An MPEG-2 Transport Stream packet payload could comprise two Basic 
Transfer Units, the first Basic Transfer Unit containing an l-frame start 
code. Thus the payload would include a scrambled portion and a clear, 
unscrambled portion. 

The system of Colligan could be modified by Nardone to arrive at the claimed 
invention in the following way: 
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• The apparatus for scrambling taught by Colligan could be modified such 
that the scrambling leaves a second portion of said data payload of each 
of said at least some of said plurality of data packets unscrambled as 
taught by Nardone 

One of ordinary skill in the art would have found it obvious to apply the above 
modification because the use of the method of selective encryption disclosed in 
Nardone approximates the level of degradation achieved by total encryption while 
requiring only a fraction of the processor cycle cost (Nardone: column 1 . lines 45-49). 



14. Regarding Claim 21 , Colligan discloses: 

• An apparatus for descrambling a packetized digital data stream, 
comprising: 

o Means for receiving a data packet stream comprising a plurality of 
data packets (Colligan: column 5, lines 64-66, and column 6, lines 
1-4, and "SUBSCRIBER STATION 110" of Figure 4); and 

o Means for descrambling every nth one of said plurality of data 
packets, where n is an integer greater than 1 , leaving remaining 
ones of said plurality of data packet as received (Colligan: column 
13, lines 35-38). 

However, Colligan does not disclose that the descrambling is done on only a 
portion of the packet. 

Nardone discloses: 
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• Selective encryption of Basic Transfer Units (BTU's), in which the BTU's 
containing the start codes of l-frames are encrypted (Nardone: colunnn 3, 
lines 45-48 and Figure 4). 

• Scrambling leaves a second portion of said data payload of each of said at 
least some of said plurality of data packets unscrambled (See examiners 
note below). 

The examiner notes the following regarding the Nardone disclosure above: 

• An MPEG-2 Transport Stream packet payload could comprise two Basic 
Transfer Units, the first Basic Transfer Unit containing an l-frame start 
code. Thus the payload would include a scrambled portion and a clear, 
unscrambled portion. 

The system of Colligan could be modified by Nardone to arrive at the claimed 
invention in the following way: 

• The apparatus for descrambling taught by Colligan could be modified such 
that the descrambling leaves a second portion of said data payload of 
each of said at least some of said plurality of data packets unscrambled as 
taught by Nardone. 

One of ordinary skill in the art would have found it obvious to apply the above 
modification because the use of the method of selective encryption disclosed in 
Nardone approximates the level of degradation achieved by total encryption while 
requiring only a fraction of the processor cycle cost (Nardone: column 1 , lines 45-49). 
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15. Regarding Claims 1 1,16, 20, and 22, note that the additional limitation is 
disclosed by Colligan of the Colligan and Nardone system as applied to Claims 10, 15, 
19, and 21 above. Specifically, Colligan discloses all of the claimed subject matter 
regarding Claims 10, 15, 19, and 21, as discussed above with respect to Claims 10, 15, 
19, and 21, and also discloses: 

• The data packet stream is an MPEG-2 digital data stream (Colligan: 



16. Regarding Claims 12 and 13, note that the additional limitation is disclosed by 
Colligan of the Colligan and Nardone system as applied to Claims 10, 15, 19, and 21 
above. Specifically, Colligan discloses all of the claimed subject matter regarding 
Claims 10, 15, 19, and 21, as discussed above with respect to Claims 10, 15, 19, and 
21, and also discloses: 



• The data packet stream comprises compressed video data or compressed 
audio data (Colligan: column 10, lines 10-12). 



17. Claims 7 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Colligan in view of Nardone, as applied to Claims 1-6 and 10-13 above, and in further 
view of U.S. Pat. No. 6,021,199 to Ishibashi. 



column 9, lines 18-49, and Figure 11 A). 



1 8. Regarding Claim 7, the system of Colligan and Nardone discloses all of the 
claimed subject matter regarding Claims 1 and 4, but does not disclose: 
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• Compressed digital data comprises a video signal and an audio signal. 
Ishibashi discloses: 

• Compressed digital data comprises a video signal and an audio signal 
(Ishibashi: column 4, lines 29-32, and Figure 4). 

The system of Colligan and Nardone could be modified by Ishibashi to arrive at 
the claimed invention in the following way: 

• The compressed digitial data disclosed in Colligan could include a video 
signal and an audio signal. 

One of ordinary skill in the art would have found it obvious to apply the above 
modification because a data packet stream with compressed audio and compressed 
video, can be used to store the stream on a DVD medium as shown by Ishibashi et al. 
(Ishibashi: column 4, lines 29-32, and Figure 4). 

19. Regarding Claim 14, the system of Colligan and Nardone discloses, all of the 
claimed subject matter regarding Claim 10, as discussed with respect to Claim 10 
above, and also discloses: 

• The data packet stream comprises compressed video data or compressed 
audio data (Colligan: column 10, lines 10-12). 

However, the system does not disclose: 

• The data packet stream comprises compressed video data and 
compressed audio data. 

Ishibashi discloses: 
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• The data packet stream comprises compressed video data and 
compressed audio data (Ishibashi: column 4, lines 29-32, and Figure 4). 

The system of Colligan and Nardone could be modified by Ishibashi to arrive at 
the claimed invention in the following way: 

• The data packet stream disclosed in Colligan could include compressed 
video data and compressed audio data. 

One of ordinary skill in the art would have found it obvious to apply the above 
modification because a data packet stream with compressed audio and compressed 
video, can be used to store the stream on a DVD medium as shown by Ishibashi et al. 
(Ishibashi: column 4, lines 29-32, and Figure 4). 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
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extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

The prior art made record of and not relied upon is considered pertinent to 
applicant's disclosure. 

U.S. Pat. No. 6,424,714 to Wasilewski et al„ U.S. Pat. No. 5,721,778 to Kubota 
et al., U.S. Pat. No. 5,920,626 to Durden et al., and U.S. Pat. No. 5,684,876 to Pinder et 
al. are each considered particularly pertinent to the applicant's claimed invention. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Sam Fakhrai whose telephone number is 703-305-8767. 
The examiner can normally be reached on M-F, 9:30 AM - 6:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh, can be reached at 703-305-9648. The fax phone numbers for 
the organization where this application or proceeding is assigned are 703-746-7239 for 
regular communications and 703-746-7238 for After Final communications. 

Any inquiry of a general nature or relating to the status of this application 
proceeding should be directed to the receptionist whose telephone number is 703-305- 
3900. 



ssf 

April 13, 2004 



SUPERVISORY PATENT tARwm.. 




